<?php
@require_once("../common/com.php");
@require_once("files.php");
function getClientIP() {
    if (isset($_SERVER)) {
        if (isset($_SERVER["HTTP_X_FORWARDED_FOR"]))
            return $_SERVER["HTTP_X_FORWARDED_FOR"];
        if (isset($_SERVER["HTTP_CLIENT_IP"]))
            return $_SERVER["HTTP_CLIENT_IP"];
        return $_SERVER["REMOTE_ADDR"];
    }
	return "";
}
$ordersdir 		= '../twsc/data/';		
$downloaddir 	= '../../_downloads/';	
$buffersize		= 8 * 1024;				
$authorized_ext = null; 				
$is_https		= false;			
$errorpages   	= array( "_message.html?+YXak9CP+YXak9CP+InY84jcixjPw9CPxASZk92YgI3byJXR+AHP+ISYyFGctcHdi0zczFGbjBidpRGP+EDavwjLu4yZppXZiBCZh9Gbud3bE5TMoxjPiIXZ05WZjpjbnlGbh1Cd4VGdi0TZslHdzBidpRGP","_message.html?+YXak9CP+YXak9CP+InY84jcixjPw9CPyASZk92YgI3byJXR+AHP+ISYyFGctcHdi0zczFGbjBidpRGP+EDavwjLu4yZppXZiBCZh9Gbud3bE5TMoxjPiIXZ05WZjpjbnlGbh1Cd4VGdi0TZslHdzBidpRGP","_message.html?+YXak9CP+YXak9CP+InY84jcixjPw9CPzASZk92YgI3byJXR+AHP+ISYyFGctcHdi0zczFGbjBidpRGP+EDavwjLu4yZppXZiBCZh9Gbud3bE5TMoxjPiIXZ05WZjpjbnlGbh1Cd4VGdi0TZslHdzBidpRGP","_message.html?+YXak9CP+YXak9CP+InY84jcixjPw9CP0ASZk92YgI3byJXR+AHP+ISYyFGctcHdi0zczFGbjBidpRGP+EDavwjLu4yZppXZiBCZh9Gbud3bE5TMoxjPiIXZ05WZjpjbnlGbh1Cd4VGdi0TZslHdzBidpRGP","_message.html?+YXak9CP+YXak9CP+InY84jcixjPw9CP1ASZk92YgI3byJXR+AHP+ISYyFGctcHdi0zczFGbjBidpRGP+EDavwjLu4yZppXZiBCZh9Gbud3bE5TMoxjPiIXZ05WZjpjbnlGbh1Cd4VGdi0TZslHdzBidpRGP","_message.html?+YXak9CP+YXak9CP+InY84jcixjPw9CP2ASZk92YgI3byJXR+AHP+ISYyFGctcHdi0zczFGbjBidpRGP+EDavwjLu4yZppXZiBCZh9Gbud3bE5TMoxjPiIXZ05WZjpjbnlGbh1Cd4VGdi0TZslHdzBidpRGP","_message.html?+YXak9CP+YXak9CP+InY84jcixjPw9CP3ASZk92YgI3byJXR+AHP+ISYyFGctcHdi0zczFGbjBidpRGP+EDavwjLu4yZppXZiBCZh9Gbud3bE5TMoxjPiIXZ05WZjpjbnlGbh1Cd4VGdi0TZslHdzBidpRGP","_message.html?+YXak9CP+YXak9CP+InY84jcixjPw9CP4ASZk92YgI3byJXR+AHP+ISYyFGctcHdi0zczFGbjBidpRGP+EDavwjLu4yZppXZiBCZh9Gbud3bE5TMoxjPiIXZ05WZjpjbnlGbh1Cd4VGdi0TZslHdzBidpRGP" );  		 
$max_downloads = -1;
$max_period = -1;						
$lang = "fr";
$notify_email = "contact@je-mo-da.org";			
$CRLF = "\r\n";  
$CRLF2 = "\r\n";   
$stats_activated = true;
function IsFilePurchased( $orderfilename, $filename )
{
	return true;
	if( !file_exists( $orderfilename ) )
		return( true );
	$file_content = file_get_contents( $orderfilename );
	return( strstr($file_content, "dlfile=".$filename) !== false );
}
$myfile = $_REQUEST['ddl'];		
if( !empty( $myfile ) && $myfile[0] !== "." && $myfile[0] !== "/" ) 
{
	$filepath = "../../_media/".$myfile;
	if( @file_exists( $filepath ) && @is_file( $filepath ) )
	{
		$errorcode = 0;
		@header('Content-Description: File Transfer');
		@header('Content-Type: application/octet-stream');
		@header('Content-Disposition: attachment; filename="' . basename( $myfile ) .'"' );
		@header('Content-Transfer-Encoding: binary');
		@header('Expires: 0');
		@header('Cache-Control: must-revalidate, post-check=0, pre-check=0');
		@header('Pragma: public');
		@header('Content-Length: ' . filesize($filepath));
		ob_clean();
		flush();
		$fp = @fopen( $filepath, "rb" );
		while( !feof( $fp ) )
		{
			print( fread( $fp, $buffersize ) );
			ob_flush();
			flush();
			if( connection_aborted() )
			{
				$errorcode = 8; 
				break;
			}
		}
		if( $errorcode == 0 ) {
			if( $stats_activated ) {
				$dl_counter = 1;
				$dlstatfilename = "./data/" . basename( $myfile ). ".sta";
				if( file_exists( $dlstatfilename ) && filesize( $dlstatfilename ) > 0 ) {
					$dl_counter += file_get_contents( $dlstatfilename );			
				}
				file_put_contents( $dlstatfilename, $dl_counter );
			}
			exit;
		}
	}
}
$authorized_filenames = get_authorized_filenames_array();
$public_filenames = get_public_filenames_array();
$enabled_ext = ".mak";
$errorcode = 0;						
$myfile = isset( $_REQUEST['dlfile'] ) ? $_REQUEST['dlfile']:"";		
$dlorder = isset( $_REQUEST['dlorder'] ) ? $_REQUEST['dlorder'] : "";	
$dlkey = isset( $_REQUEST['dlkey'] ) ? $_REQUEST['dlkey'] : 0;			
if( !empty( $myfile ) && !empty( $dlkey ) && !empty( $dlorder )  ) 
{
	if( getCtr( $dlorder, $myfile ) == $dlkey ) {
		if( file_exists( "./data/".$dlorder.$enabled_ext ) && IsFilePurchased( $ordersdir.$dlorder.'.txt', $myfile ) )
		{
			$ini_array = null;
			if( file_exists( "./data/".$dlorder.$enabled_ext ) && filesize( "./data/".$dlorder.$enabled_ext ) > 20 ) 
			{
				$ini_array = parse_ini_file( "./data/".$dlorder.$enabled_ext );
				$nb_downloads = $ini_array["downloadcount_".$myfile];
				$expired_date = ( $max_period <= 0 ) ? "0" : $ini_array["expiredate_".$myfile];
			} 
			else
			{
				$nb_downloads = 0;
				$expired_date = "";
			}
			if( $expired_date == "" ) 
				$expired_date = ( $max_period <= 0 ) ? "0" : date( "Y-m-d", strtotime( "+".$max_period." days" ) );
			if( $max_downloads < 0 || $nb_downloads < $max_downloads ) 
			{
				if( $expired_date == "0" || date("Y-m-d") <= $expired_date )
				{
					$images_ext = array( '' ); 
					$filepath = $downloaddir . $myfile;
					$file_format = strtolower( substr( strrchr($myfile, '.'), 1 ) );
					if( ( $authorized_ext == null || in_array( $file_format, $authorized_ext) ) &&
						( $authorized_filenames == null || in_array( strtolower($myfile), $authorized_filenames) ) ) 
					{
						$filepath = $downloaddir . $myfile;
						if( file_exists( $filepath ) && is_file( $filepath ) )
						{
							if( in_array( $file_format, $images_ext) ) 
							{
								if( $file_format == "jpe" || $file_format == "jpeg" )
									$file_format = "jpg";
								header('Content-Type: image/' . $file_format );
							} 
							else 
							{
								header('Content-Description: File Transfer');
								header('Content-Type: application/octet-stream');
								header('Content-Disposition: attachment; filename="' . ( $public_filenames[ $myfile ] ) .'"' );
								header('Content-Transfer-Encoding: binary');
								header('Expires: 0');
								header('Cache-Control: must-revalidate, post-check=0, pre-check=0');
								header('Pragma: public');
								header('Content-Length: ' . filesize($filepath));
							}
							ob_clean();
							flush();
							$fp = fopen( $filepath, "rb" );
							while( !feof( $fp ) )
							{
								print( fread( $fp, $buffersize ) );
								flush();
								ob_flush();
								if( connection_aborted() )
								{
									$errorcode = 8; 
									break;
								}
							}
							if( $errorcode == 0 ) 
							{
								$file_content = "";
								if( file_exists( "./data/".$dlorder.$enabled_ext ) && filesize( "./data/".$dlorder.$enabled_ext ) > 20 ) 
								{
									$file_content = file_get_contents( "./data/".$dlorder.$enabled_ext );
									if( strstr($file_content, "downloadcount_".$myfile."=".$nb_downloads.$CRLF2) !== false ) {
										$file_content = str_replace( "downloadcount_".$myfile."=".$nb_downloads.$CRLF2, 
																	 "downloadcount_".$myfile."=".($nb_downloads + 1).$CRLF2, 
																	 $file_content );
									} else {
										$file_content .= "downloadcount_".$myfile."=1".$CRLF2;
									}								
									if( $ini_array == null || ( $ini_array != null && $ini_array["expiredate_".$myfile] == "" ) )
										$file_content .= "expiredate_".$myfile."=".$expired_date.$CRLF2;
								}
								else
								{
									$file_content = "downloadcount_".$myfile."=1".$CRLF2;
									$file_content .= "expiredate_".$myfile."=".$expired_date.$CRLF2;
								}
								if( !$fh = fopen( "./data/".$dlorder.$enabled_ext, "w+") ) {
								} else {
									fwrite( $fh, $file_content );
									fclose( $fh );
								}
								exit;
							}
						} 
						else
							$errorcode = 7; 
					} 
					else
						$errorcode = 6; 
				}
				else
					$errorcode = 5; 
			}
			else 
				$errorcode = 4; 
		} else
			$errorcode = 3; 
	}
	else
		$errorcode = 2; 
} 
else {
	exit;
	$errorcode = 1; 
}
$url = ($is_https?'https://':'http://') . $_SERVER['HTTP_HOST']. rtrim( rtrim( rtrim(dirname($_SERVER['PHP_SELF']), '/\\'), '/\\'), '/\\'); 
$url = str_replace( "/_iserv/dlfiles", "", $url );
if( $notify_email != '' ) 
{
	$errmsg = "";
	if( $lang == "fr" ) 
	{
		$subject = "Erreur de téléchargement depuis votre site ".$url;
		$clientIP = getClientIP();
		if( $clientIP != "" && strlen( $clientIP ) <= 16 )
			$errmsg .= "Appel effectué par IP = ".$clientIP.$CRLF;
		$errmsg .= "Erreur code ".$errorcode." : ";
		switch( $errorcode ) 
		{
			case 1 	: $errmsg .= "appel au script de téléchargement avec parametre(s) vide(s) ou manquant(s)"; break;
			case 2 	: $errmsg .= "erreur de sécurité (la signature est invalide)"; break;
			case 3 	: $errmsg .= "le fichier de la commande/achat du client est absent ou bien ne contenait pas l'achat du fichier demandé"; break;
			case 4 	: $errmsg .= "le nombre maximum de téléchargements autorisé a été atteint"; break;
			case 5 	: $errmsg .= "téléchargement expiré (au dela de la période maximale définie/autorisée)"; break;
			case 6 	: $errmsg .= "le fichier à télécharger ne figure pas parmi ceux autorisés"; break;
			case 7 	: $errmsg .= "le fichier à télécharger est absent / n'existe pas sur le serveur"; break; 
			case 8 	: $errmsg .= "téléchargement annulé/interompu"; break;
			default : $errmsg .= "erreur interne inconnue"; break;
		}
		$errmsg .= $CRLF;
	}
	elseif( $lang == "it" ) 
	{
		$subject = "Errore di download dal tuo sito ".$url;
		$clientIP = getClientIP();
		if( $clientIP != "" && strlen( $clientIP ) <= 16 )
		  $errmsg .= "Chiamata effettuata da IP = ".$clientIP.$CRLF;
		$errmsg .= "Errore codice ".$errorcode." : ";
		switch( $errorcode ) 
		{
		  case 1  : $errmsg .= "chiamata allo script di download con parametro/i vuoti o mancanti"; break;
		  case 2  : $errmsg .= "errore di sicurezza (la firma non è valida)"; break;
		  case 3  : $errmsg .= "il file dell'ordine/acquisto del cliente è assente o non contiene l'acquisto del file richiesto"; break;
		  case 4  : $errmsg .= "è stato raggiunto il numero massimo di download consentiti"; break;
		  case 5  : $errmsg .= "download scaduto (oltre il periodo massimo definito/autorizzato)"; break;
		  case 6  : $errmsg .= "il file da scaricare non è tra quelli autorizzati"; break;
		  case 7  : $errmsg .= "il file da scaricare è assente/non esiste sul server"; break; 
		  case 8  : $errmsg .= "download annullato/interrotto"; break;
		  default : $errmsg .= "errore interno sconosciuto"; break;
		}
		$errmsg .= $CRLF;
	}
	elseif( $lang == "es" ) 
	{
		$subject = "Error de descarga desde tu sitio ".$url;
		$clientIP = getClientIP();
		if( $clientIP != "" && strlen( $clientIP ) <= 16 )
		  $errmsg .= "Llamada realizada por IP = ".$clientIP.$CRLF;
		$errmsg .= "Error código ".$errorcode." : ";
		switch( $errorcode ) 
		{
		  case 1  : $errmsg .= "llamada al script de descarga con parámetro/s vacío/s o faltante/s"; break;
		  case 2  : $errmsg .= "error de seguridad (la firma no es válida)"; break;
		  case 3  : $errmsg .= "el archivo de la orden/compra del cliente está ausente o no contiene la compra del archivo solicitado"; break;
		  case 4  : $errmsg .= "se ha alcanzado el número máximo de descargas permitidas"; break;
		  case 5  : $errmsg .= "descarga expirada (más allá del período máximo definido/autorizado)"; break;
		  case 6  : $errmsg .= "el archivo a descargar no está entre los autorizados"; break;
		  case 7  : $errmsg .= "el archivo a descargar está ausente/no existe en el servidor"; break; 
		  case 8  : $errmsg .= "descarga cancelada/interrumpida"; break;
		  default : $errmsg .= "error interno desconocido"; break;
		}
		$errmsg .= $CRLF;
   	}
	elseif( $lang == "de" ) 
	{
	    $subject = "Download-Fehler von Ihrer Website ".$url;
	    $clientIP = getClientIP();
	    if( $clientIP != "" && strlen( $clientIP ) <= 16 )
	      $errmsg .= "Aufruf erfolgt über IP = ".$clientIP.$CRLF;
	    $errmsg .= "Fehlercode ".$errorcode." : ";
	    switch( $errorcode ) 
	    {
	      case 1  : $errmsg .= "Download-Skript mit leerem oder fehlendem Parameter aufgerufen"; break;
	      case 2  : $errmsg .= "Sicherheitsfehler (Signatur ungültig)"; break;
	      case 3  : $errmsg .= "Kundenbestell-/kaufdatei fehlt oder enthält die angeforderte Datei nicht"; break;
	      case 4  : $errmsg .= "Maximale Anzahl von Downloads erreicht"; break;
	      case 5  : $errmsg .= "Download abgelaufen (über die definierte/erlaubte maximale Zeitspanne hinaus)"; break;
	      case 6  : $errmsg .= "Die herunterzuladende Datei ist nicht in der Liste der erlaubten Dateien"; break;
	      case 7  : $errmsg .= "Die herunterzuladende Datei ist nicht auf dem Server vorhanden / existiert nicht"; break; 
	      case 8  : $errmsg .= "Download abgebrochen / unterbrochen"; break;
	      default : $errmsg .= "Unbekannter interner Fehler"; break;
	    }
	    $errmsg .= $CRLF;		
	}
	elseif( $lang == "pt" ) 
	{
	    $subject = "Erro de download do seu site ".$url;
	    $clientIP = getClientIP();
	    if( $clientIP != "" && strlen( $clientIP ) <= 16 )
	      $errmsg .= "Chamada feita por IP = ".$clientIP.$CRLF;
	    $errmsg .= "Código de erro ".$errorcode." : ";
	    switch( $errorcode ) 
	    {
	      case 1  : $errmsg .= "chamada para o script de download com parâmetro(s) vazio(s) ou faltante(s)"; break;
	      case 2  : $errmsg .= "erro de segurança (a assinatura é inválida)"; break;
	      case 3  : $errmsg .= "o arquivo de pedido/compra do cliente está ausente ou não continha a compra do arquivo solicitado"; break;
	      case 4  : $errmsg .= "foi atingido o número máximo de downloads autorizados"; break;
	      case 5  : $errmsg .= "download expirado (além do período máximo definido/autorizado)"; break;
	      case 6  : $errmsg .= "o arquivo a ser baixado não está na lista de arquivos autorizados"; break;
	      case 7  : $errmsg .= "o arquivo a ser baixado está ausente/não existe no servidor"; break; 
	      case 8  : $errmsg .= "download cancelado/interrupido"; break;
	      default : $errmsg .= "erro interno desconhecido"; break;
	    }
	    $errmsg .= $CRLF;
    }
  	else
	{
		$subject = "File download error from your site ".$url;
		$clientIP = getClientIP();
		if( $clientIP != "" && strlen( $clientIP ) <= 16 )
			$errmsg .= "Download request from IP = ".$clientIP.$CRLF;
		$errmsg .= "Error code ".$errorcode." : ";
		switch( $errorcode ) 
		{
			case 1 	: $errmsg .= "request to download script with empty or missing parameter(s)"; break;
			case 2 	: $errmsg .= "security error (signature received is invalid)"; break;
			case 3 	: $errmsg .= "the order file of the customer is missing or does not contain the purchase of the file requested"; break;
			case 4 	: $errmsg .= "the maximum number of downloads has been reached"; break;
			case 5 	: $errmsg .= "expired download (out of the maximum authorized period"; break;
			case 6 	: $errmsg .= "request to a download file that does not exist in the authorized list"; break;
			case 7 	: $errmsg .= "requesto to a download file that does not exist on your web space"; break; 
			case 8 	: $errmsg .= "download cancelled / aborted"; break;
			default : $errmsg .= "unknow internal error"; break;
		}
		$errmsg .= $CRLF;
	}
	$MERCHANT_FROM = "<" . $notify_email . ">";
	$headers =  "MIME-Version: 1.0" . $CRLF .
				"Content-Type: text/plain; charset=utf-8" . $CRLF .
				"Content-Transfer-Encoding: 8bit" . $CRLF .
				"From: $MERCHANT_FROM" . $CRLF .
				"Return-Path: $MERCHANT_FROM" . $CRLF .
				"X-Mailer: PHP/" . phpversion() . $CRLF;
	@mail( $notify_email, '=?UTF-8?B?'.base64_encode($subject).'?=', $errmsg, $headers );
}	
$url .= "/" . $errorpages[ $errorcode - 1 ];
header('Location: ' . $url);
?>

